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In the Claims 

I. (currently amended) A versatile customizable combination system for 
providing filtering of outbound requests for access to web sites on the Internet and/or for 
controlling inbound requests from the Internet for access to a web site of the system, 
comprising: 

a plurality of computer users, 

one or a plurality of user computers, each having a dynamically allocated Internet 
protocol address or a static Internet Protocol address, 

an administrative module/interface that includes configuration settings for 
inbound communications and for outbound communications, has list maintenance 
functions including list editing, list deleting, searching of lists, saving of lists, proxy 
chaining routing, adding and deleting users, interchanging lists and importing and 
exporting lists, 

said administrative module located in a user computer for configuring a range of 
access levels and being capable of creating three types of user accounts that hav e unique 
user nam e s and pas s wo r d s require unique authentication credentials for each user account 
including an administrator account that is self-configuring and regular accounts with 
varying amounts of administrative privileges, 

a first proxy server in one or a plurality of user computers of a local area network 
with access to the worid wide web, each of said first proxy server having a ftiendly 
outbound list and/or an unfriendly outbound list only one of which is active at any given 
time, and/or having a friendly inbound list and/or an unfriendly inbound list only one of 
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which is active at any given time, the friendly outbound list, the unfriendly outbound list, 
the friendly inbound list and the unfriendly inbound list6 being uniquely configurable by 
for each user account . 

said first proxy server programmed to leceive a request from an HTTP client, 
check the identity of a requesting client and/or of a requested URL against the friendly 
inbound, friendly outbound, unfriendly inbound or unfriendly outbound list maintained 
by the administrative module and then either approve the request, terminate the request or 
re-route the reques t without tho - knowlodgo of the user, 

a second proxy server without the administrative module or the friendly or the 
unfriendly lists placed between the first proxy server and the Internet located at a gat e way 
of th e local ar e a n e twork or at on Intomot Sor^^ioo Provider of the local ar e a - n et work , the 
second proxy server being capable of communicating to a proxy of a destination or 
directly to a destination^ said second proxy server having an Internet Protocol address 
configurable only by known only to a holder of the adncvinistrator account or a regular 
account with administrative privileges, 

the first proxy server and the second proxy server have a network communication 
link between them. 

2. (original) The system of claim 1, wherein the second proxy server is a first 
proxy server but has an empty unfriendly outbound list. 

3. (original) The system of claim 1 , wherein a third proxy server and/or additional 
proxy servers forward inbound requests for resources to other proxy servers. 
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4. (previously presented) The system of claim 1 , wherein the system is 
compatible with dialup modem connection to the Internet, a local area network and with 
virtual network connection, 

5. (currently amended) A versatile customizable combination system for 
providing filtering of outbound requests for access to web sites on the Internet and/or for 
controlling inbound requests from the Internet for access to a web site of the system, 
comprising; 

a plurality of computer users, 

one or a plurality of user computers, each having a dynamically allocated Internet 
protocol address or a static Internet Protocol address, 

an administrative module/interface that includes configuration settings for 
inbound cotnmunications and for outbound communications, has list maintenance 
functions including list editing, list deleting, searching of lists, saving of lists, proxy 
chaining routing, adding and deleting users, interchanging lists arid importing and 
exporting lists, 

said administrative module located in a user computer for configuring a range of 
access levels and being capable of creating three types of user accounts that hav e uniqu e 
UQor names and passwords require unique authentication credentials for each user account 
including an administrator account that is self -configuring and regular accounts with 
varying amounts of administrative privileges, 

a first proxy server in one or a plurality of user computers of a local area network 
with access to the world wide web, each of said fist proxy server having a friendly 
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outbound list and/or an unfriendly outbound list only one of which is active at any given 
time, and/or having a friendly inbound list and^ an unfriendly inbound list only one of 
which is active at any given time, the friendly outbound list, the unfriendly outbound list, 
the friendly inbound list and the unfriendly inbound Usis being uniquely configurable for 
by each user account , 

said first proxy server programnied to receive a request from an HTTP clients 
check the identity of a lequesUng client and/or of a requested URL against the friendly 
inbound, friendly outbound, unfriendly inbound or unfriendly outbound list maintained 
by the administrative module and then either approve the request, terminate the request or 
re-TOUte the reques t - without tho knowlodgo of th e us w . 

a second proxy server without the administrative module and without a the 
friendly or the unfriendly lists placed between the first proxy server and a resource the 
fetefnet looatod at a gateway of a the local area notwork - or at on Intomet Sanfjce - Providor 
of the local aroa notwork, the second proxy server being capable of communicating to a 
proxy of a destination or directly to a destination, said second proxy server having an 
Internet Protocol address configurable only by known only to a holder of the 
administrator account or a regular account with administrative privileges, 

the first proxy server and the second proxy server have a communication link 
between themT 

ond whoroin inbound oommunicationQ ar e arranged oo - that an actual location of an 
i mportant roflouro e is looatod in an unpubliohod looation that is a r o placomont location 
which roquootc r e j e cted by th e firot proxy oorvor are rerouted^ whoroin approv e d - us e r s a f» 
liGtod in tho first proxy o e rv e r in tho unfri e ndly inbound Hot and ar e sent by th e first proxy 
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oorvoT to tho roplQc e mom looationv and whofoin imapprovod ur>orG oro not listod in th e 
unfti e ndly inbound lisi ond hav e thoir rogu e st Gont to o publishod addroOQ lhat oontains 
unimportant inf onn afeoa. 

6. (original) The system of claim 5, wherein the second proxy server is a first 
proxy server but has an empty unfriendly outbound list. 

7. (currently amended) A versatile customizable combination system for 
providing filtering of outbound requests for access to web sites on the Internet and/or for 
controlling inbound requests from the Internet for access to a web site of the system, 
comprising: 

a plurality of computer users, 

one or a plxirality of user computers, each having a dynamically allocated Internet 
protocol address or a static Internet Protocol address, 

an administrative module/interface that includes configuration settings for 
inbound communications and for outbound communications, has list maintenance 
functions including list editing, list deleting, searching of lists, saving of lists. pfe3ty 
chaining routings adding and deleting users, interchanging lists and importing and 
exporting lists, 

said administrative module located in a user computer for configuring a range of 
access levels and being capable of creating three types of user accounts that havo uniquo 
tt se r nam e s and paoawords require unique authenti cation credentials for each user account 
including an administrator account that is self-configuring and regular accounts with 
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varying amounts of administraiive privileges, 

a first proxy server in one or a pluraUty of user computers of a local area network 
with access to the world wide web, each of said first proxy server having a friendly 
outbound list and/or an unfriendly outbound list only one of which is active at any given 
time, and/or having a friendly inbound list and/or an unfriendly inbound list only one of 
which is active at any given time, the friendly outbound list, the unfriendly outbound list, 
the friendly inbound list and the unfriendly inbound lists being uniquely configutable M 

by each user account . 

said first proxy server programmed to receive a request from an HTTP client, 
check the identity of a requesting client and/or of a requested URL against the friendly 
inbound, friendly outbound, unfriendly inbound or unfriendly outbound list maintained 
by the administrative module and then either approve the request, terminate the request or 
re-route the request without tho Imowlodgo of tho uo a r. 

and whoroin inbound comrounioations aro orrangod do that on actual location of n 
highly sonsitivQ losouroQ io located in an unpublishod location that io a roplacomont 
looation to which roquooto rojooiod by tho first proxy oon-or oro roroutod, whoroin 
approved usoro aro Ustod in tho firot proxy oor^' e r in tho unfriendly inbound liot and are 
Dont by tho proxy oorvor to tho roplacomont location, whoroin unapproved uoora oro n o t 
Ustod in tho unfriendly inbound liot and hovo thoir roquoist cent to a publiohod addrooo that 
contains unimportant inforre a^eft. 

8. (original) The system of claim 7, wherein the range of access levels ranges 
from maximum 100% access to full suspension. 
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9. (cuirently amended) The system of claim X. wherein the three types of user 
accounts that havo uniquo uoor nomes and pgoowordii y^oire unionft authenticatigq 
credentials for each user account include an administrator account that is self- 
configuring, regular accounts with administrative privileges other than the privilege to 
create additional accounts or view information on any other accounts and regular 
accounts without administrative privileges and in addition a fourth type of user account 
namely one anonymous guest user account to be used by general users who have no 
system-based user name and password. 

10. (currently amended) The system of claim 5, wherein the three types of user 
accounts that havo uniquo ucor namos and pgcGwordo require unique authentication 
credentials for each user account include an administrator account that is self- 
configuring, regular accounts with administrative privileges other than the privilege to 
create additional accounts or view information on any other accounts and regular 
accounts widiout administrative privileges and in addition a fourth type of user account 
namely one anonymous guest user account to be used by general users who have no 
system-based user name and password. 

1 1, (currently amended) A versatile customizable combination system for 
providing filtering of outbound requests for access to web sites on the Internet and/or for 
conirolUng inbound requests from the Internet for access to a web site of the system, 
comprising: 
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a plurality of computer users, 

one or a pluraUty of user computers, each having a dynamically allocated Internet 
protocol address or a static Internet Protocol address, 

an adminisirative module/interface that includes configuration settings for 
inbound communications and for outbound communications, has list maintenance 
functions including list editing, list deleting, searching of lists, saving of lists, pmi*f 
ohoining routing, adding and deleUng users, interchanging lists and importing and 
exporting lists, 

said administrative module located in a user computer for configuring a range of 
access levels and being capable of creating three types of user accounts that have unique 
uaornomos and pooavvordo require unique authenticat ion credentials for each user account 
including an administrator account that is self-configuring and regular accounts with 
varying amounts of administrative privileges, 

a first proxy server in one or a plurality of user computers of a local area network 
with access to the world wide web, each of said fist proxy server having a friendly 
outbound list and/or an unfriendly outbound list only one of which is active at any given 
time, and/or having a friendly inbound list and/or an unfriendly inbound list only one of 
which is active at any given time, the friendly outbound list, the unfriendly outbound list, 
the friendly inbound list and the unfriendly inbound list being uniquely configurable for 

each user account, and 

said first proxy server progranuned to receive a request from an HTTP client, 
check the identity of a requesting cUent and/or of a requested URL against the friendly 
inbound, friendly outbound, unfriendly inbound or unfriendly outbound list maintained 
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by the administrative module and then either approve the request, terminate the request or 
re-route the reques t - without the Icnowlodgo of tho uaor . 

12. (previously presented) The system of claim U, wherein the first proxy server 
is in each and every user computer. 

13. (previously presented) The system of claim 12, wherein the range of access 
levels ranges from maximum 100% access to full suspension. 

14. (previously presented) The system of claim I , wherein the first proxy server is 
in each and every user computer. 

15. (previously presented) The system of claim 14, wherein the range of access 
levels ranges from maximum 100% access to full suspension. 

16. (previously presented) The system of claim 5, wherein the first proxy server is 
in each and every user computer. 

17. (previously presented) The system of claim 16, wherein the range of access 
levels ranges from maximum 100% access to full suspension. 

18. (previously presented) The system of claim 7, wherein the first proxy server is 
in each and every user computer. 
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19. (previously presented) The system of claim 1 8. wherein the range of access 
levels ranges from maximum 100% access to full suspension. 

20. (previously presented) The system of claim 1. wherein the range of access 
levels ranges from maximum 100% access to full suspension. 

21. (previously presented) The system of claim 5, wherein the range of access 
levels ranges from maximum 100% access to fiiU suspension. 

22. (previously presented) The system of claim 1 1 , wherein the range of access 
levels ranges from maximum 100% access to lull suspension. 

23. (previously presented) The system of claim 5, wherein the system is 
compatible with dialup modem connection to the Internet, a local area network and with 
virtual network connection. 

24. (previously presented) The system of claim 23. wherein the range of access 
levels ranges from maximum 100% access to full suspension. 

25. (previously presented) The system of claim 7, wherein the system is 
compatible with dialup modem connection to the Internet, a local area network and with 
virtual network connection. 
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26. (pieviously presented) The system of claim 25, wherein the range of access 
levels ranges from maximum 100% access to full suspension. 

27. (previously presented) The system of claim U, wherein the system is 
compatible with dialup modem connection to the Internet, a local area network and with 
virtual network connection. 

28. (pieviously presented) The system of claim 27, wherein the range of access 
levels ranges from maximum 100% access to full suspension. 

29. (currently amended) The system of claim 7, wherein the three types of user 
accounts that have uniquo uoor namoo and pooowor ds I'gqujre unique authentication 
credentials for each user account include an administrator account that is self- 
configuring, regular accounts with administrative privileges other than the privilege to 
create additional accounts or view information on any other accounts and regular 
accounts without administrative privileges and in addition a fourth type of user account 
namely one anonymous guest user account to be used by general users who have no 
system-based user name and password. 

30. (currently amended) The system of claim 1 1 , wherein the three types of user 
accounts that ha\ o uniquo uoo r nanioo and pocowordB regaite unique auihenticatiQ Q 
credentials for each user account include an administrator account that is self- 
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configuring, regular accounts with administrative privileges other than the privilege to 
ci«ate additional accounts or view information on any other accounts and regular 
accounts without administrative privileges and in addition a fourth type of user account 
namely one anonymous guest user account to be used by general users who have no 
system-based user name and password. 

31. (canceled) 

32. (currenOy amended) The system of claim 71 ^, wherein the range of access 
levels ranges from maximum 100% access to full suspension. 

33. (currently amended) The system of claim 71^. wherein the system is 
compatible with dialup modem connection to the Internet, a local area network and with 
virtual network connection. 

34. (previously presented) The system of claim 33, wherein the range of access 
levels ranges from maximum 100% access to full suspension. 

35. (currently amended) The system of claim 7i*t, wherein the three types of 
user accounts that h a vo unique uoo i i tomao and poGow o r dn j yquire unique authentication 
credentials for each user account include an administrator account that is self- 
configuring, regular accounts with administrative privileges other than the privilege to 
create additional accounts or view information on any other accounts and regular 
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accounts without administrative privileges and in addition a fourth type of user account 
namely one anonymous guest user account to be used by general users who have no 
system-based user name and password. 

36. (canceled) 

37. (currently amended) The system of claim 84 U, wherein the range of access 
levels ranges from maximum 100% access to full suspension. 

38. (currently amended) The system of claim M 34, wherein the system is 
compatible with dialup modem connection to the Internet, a local area network and with 
virtual network connection. 

39. (previously presented) The system of claim 38. wherein the range of access 
levels ranges from maximum 100% access to full suspension. 

40. (currently amended) The system of claim 84 M. wherein the three types of 
user accounts that lia v o unique uoor nomoo and paooword a require unique authen^ca^i<?n 
credentials for each user account include an administrator account that is self- 
configuring, regular accounts with administrative privileges other than the privilege to 
create additional accounts or view infomiaiion on any other accounts and regular 
accounts without administrative privileges and in addition a fourth type of user account 
namely one anonymous guest user account to be used by general users who have no 
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system-based user name and password. 

41. (currenUy amended) A versatile customizable combination system for 
providing filtering of outbound requests for access to web sites on the Internet, 

comprising: 

a plurality of computer users, 

one or a plurality of user computers, each having a dynamically allocated Internet 
protocol address or a static Internet Protocol address, 

an administrative module/interface ti»at includes configuration settings for 
outbound communications, has list maintenance functions including list editing, list 
deleting, searching of lists, saving of lists, proxy chaining routing, adding and deleting 
users, interchanging lists and importing and exporting lists, 

said administrative module located in a user computer for configuring a range of 
access levels and being capable of creating three types of user accounts tiiat havo unique 
ui,u nomoa and paccNVorrig req uire unique ? >»thPnrir.Mion credentials for each user account 
including an administmtor account that is sclf-configuring.and regular accounts witii 
varying amounts of administrative privileges, 

a first proxy server in one or a plurality of user computers of a local area network 
with access to the world wide web. each of said first proxy server having a friendly 
outbound list and/or an unfriendly outbound list only one of which is active at any given 
time, the friendly outbound list and the unfriendly outbound list being uniquely 
configurable for by each user account. 

said fii^t proxy server programmed to receive a request from an HTTP client. 
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check the identity of a requested URL against the friendly outbound list or unfriendly 
outbound list maintained by the adntiinisti^tive module and then either approve the 

^uest. terminate the .^quest or re-route the i^uest .yi J i uu t U i u U. u li il£.r n ft hn n ro f . 

a second proxy server without the administraUve module or the friendly or the 
unfriendly lists placed between the first pvoxy server and the Internet l uu u tu d at a gotown y 

second proxy server being capable of communicaang to a proxy of a destination or 
directly to a destination, said second proxy server having an Internet Protocol address 
.nnfi pirable onlv by Unown only t n a holder of the administrator account or a regular 
account with administrative privileges, 

the first proxy server and the second proxy server have a network communication 

link between them. 

42, (currently amended) The system of claim 41 . wherein the three types of user 
accounts that have , uniquo user m u m and poosw n rd s irvi nir.-, unique authenticatio a 
credentials for each oser account include an administrator account that is self- 
configuring, regular accounts with administrative privileges other than the privilege to 
create additional accounts or view information on any other accounts and regular 
accounts without administrative privileges and in addition a fomth type of user account 
namely one anonymous guest user account to be used by general users who have no 
system-based user name and password. 

43. (previously presented) The system of claim 41. wherein me range of access 
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levels ranges from maximum 100% access to full suspension. 

44. (previously presented) The system of claim 41 wherein the system is 
compaUble with dialup modem connection to the Internet, a local area network and with 
virtual network connection. 

45. (previously presented) The system of claim 44. wherein the range of access 
levels ranges from maximum 100% access to full suspension. 

46. (currently amended) A versatile customizable combination system for 
providing filtering of outbound requests for access to web sites on the Internet. 

comprising: 

a plurality of computer users, 

one or a plurality of user computers, each having a dynamically allocated Internet 
protocol address or a static Internet Protocol address, 

an administrative module/interface that includes configuration settings for 
outbound communications, has list maintenance functions including list editing, list 
deleting, searching of lists, saving of list s r p i oty ohoining routine adding and deleting 
users, interchanging lists and importing and exporting lists, 

said administrative module located in a user computer for configuring a range of 
access levels and being capable of creating three types of user accounts U>at hav^«H^ 
ui^iuamflQ ondpaiiQWOrflf. .^ uire unioue authentication cr edt^ntiMs for each user account 
including an administrator account that is self-configuring and regular accounts with 
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varying amounts of administrative privileges, 

a fim proxy server in one or a plurality of user computers of a local area network 
with access to the v^orld wide web. each of said fist proxy server having a friendly 
outbound Ust andZOT an unfriendly outbound list only one of which is active at any given 
time, the friendly outbound Ust and the unfriendly outbound list being uniquely 
configurable fo£ by each user account , and 

said first proxy server programmed to receive a request from an HTTP client, 
check the identity of a requested URL against the friendly outbound or unfriendly 
outbound list maintained by the administrative module and then either approve the 
request, terminate the request or re-route the request without the knowledge of the user. 

47. (currently amended) The system of claim 46, wherein the three types of user 
accounts that have unique uflor nomoe and pacoworda require unique authefitication 
credentials for each user account include an administrator account that is self- 
configuring, regular accounts with administrative privileges other than the privilege to 
create additional accounts or view information on any other accounts and regular 
accounts without administrative privileges and in addition a fourth type of user account 
namely one anonymous guest user account to be used by general users who have no 
system-based user name and password. 

48. (previously presented) The system of claim 46, wherein the range of access 
levels ranges from maximum 100% access to full suspension. 
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49. (previously presented) The system of claim 46 wherein the system is 
compatible with dialup modem connection to the Internet, a local area network and with 
virtual network connection. 

50. (previously presented) The system of claim 49, wherein the range of access 
levels ranges from maximum 100% access to full suspension. 

51. (previously presented) The system of claim 1. wherein said first proxy server 
is also programmed to register the request in a logfile of all web sites requested by a user. 

52. (previously presented) The system of claim 5. wherein said first proxy server 
is also programmed to register the request in a logfile of all web sites requested by a user. 

53. (previously presented) The system of claim 7, wherein said first proxy server 
is also programmed to register the request in a logfile of all web sites requested by a user. 

54. (previously presented) The system of claim U, wherein said first proxy server 
is also programmed to register the request in a logfile of all web sites requested by a user. 

55. (currently amended) The system of claim 61 ^4-, wherein said first proxy 
server is also programmed to register the request in a logfile of all web sites requested by 
a user. 
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server 
a user. 



56. (currently amended) The system of claim 71 36. wherein said first proxy 

is also programmed lo register the request in a logfile of all web sites requested by 



57. (previously presented) The system of claim 41, wherein said first proxy server 
i$ also pregrammed to register the request in a logfUe of all web sites requested by a user. 

58. (previously presented) The system of claim 46. wherein said first proxy server 
is also programmed to register the request in a logfile of all web sites requested by a user. 

59. (new) The system of claim I. wherein the first proxy server is progranmied to 
check the identity of a user who logs into the first proxy seiver and who presents a unique 
authentication credential prior to checking the identity of the requesting client and/or 
requested URL against the list or lists. 

60. (new) The system of claim 59. wherein the first proxy server is programmed, 
upon a successful authentication of the user's credential, to use a configuration of the 
user's account to check the identity of the requesting client and/or requested URL against 
the list or lists. 

61. (new) The system of claim 59, wherein the first proxy server is progranuned 
that if said first proxy server fails to authenticate the user, tiien the first proxy server 
offers that user an opportunity to log in as an anonymous guest user. 
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62. (new) The system of claim 1, wherein a third proxy server and/or additional 
proxy servers forward the outbound requests for access to web sites to other proxy 



servers. 



63. (new) The system of claim 5, wherein inbound communications are arranged 
so that an actual location of an important resource is located in an unpublished location 
that is a replacement location to which requests rejected by the first proxy server are 
rerouted, wherein approved clients are hsted in the first proxy server in the unfriendly 
inbound list and are sent by the first proxy server to the replacement location, and 
wherein unapproved clients are not listed in the unfriendly inbound list and have their 
request sent to a published address that contains unimportant information 

64. (new) The system of claim 63, wherein a third proxy server and/or additional 
proxy servers forward inbound requests for resources to other proxy servers. 

65. (new) The system of claim 63. wherein a third proxy server and/or additional 
proxy servers forward the outbound requests for access to web sites to other proxy 
servers. 

66. (new) The system of claim 5, wherein a third proxy server and/or additional 
proxy servers forward inbound requests for resources to other proxy servers. 

67. (new) The system of claim 5. wherein a third proxy server and/or additional 
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proxy seiveis fonvard the outbound requests for access to web sites to other proxy 
servers. 

68. (new) The system of claim 63, wherein the first proxy server is programmed 
to check the identity of a user who logs into the first proxy server and who presents a 
unique authentication credential against a valid user account prior to checking the identity 
of the requesting client and/or requested URL against the list or lists. 

69. (new) The system of claim 68. wherein the first proxy server is programmed, 
upon a successful authentication of ti»e user's credential, to use a configuration of the 
user's account to check the identity of the requesting client and/or requested URL against 
the list or lists. 

70. (new) The system of claim 68, wherein the first proxy server is programmed 
that if said first proxy server fails to authenticate the user, then the first proxy server 
offers that user an opportunity to log in as an anonymous guest user. 

71. (new) The system of claim 5. wherein inbound communications are arranged 
so that an actual location of an important resource is located in an unpublished location 
that is a replacement location to which requests rejected by tiie first proxy server are 
rerouted, wherein approved clients are not listed in tiie first proxy server in the friendly 
inbound list and are sent by the first proxy server to the replacement location, and 
wherein unapproved clients are listed in the friendly inbound list and have their request 
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sent to a published address that contains unimportant information. 

72. (new) The system of claim 71. wherein a third proxy server and/or additional 
proxy servers forward inbound requests for resources to other proxy servers. 

73. (new) The system of claim 71, wherein a third proxy server and/or additional 
proxy servers forward the outbound requests for access to web sites to other proxy 
servers. 

74. (new) The system of claim 71, wherein the first proxy server is programmed 
to check the identity of a user who logs into the first proxy server and who presents a 
unique authentication credential against a valid user account prior to checking the identity 
of the requesting client and/or requested URL against the list or lists. 

75. (new) The system of claim 74. wherein the first proxy server is programmed, 
upon a successful authentication of the user's credential, to use a configuration of the 
user's account to check the identity of the requesting client and/or requested URL against 
the list or lists. 

76. (new) The system of claim 74. wherein the first proxy server is programmed 
that if said first proxy server fails to authenticate the user, then the first proxy server 
offers that user an opportunity to log in as an anonymous guest user. 
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77. (new) The system of claim 5. wheicin the first proxy server is programmed to 
check the identity of a user who logs into the first proxy server and who presents a unique 
authentication credential against a valid user account prior to checking the identity of the 
requesting client and/or requested URL against the list or lists. 

78. (new) The system of claim 77. wherein the first proxy server is programmed, 
upon a successful authentication of the user's credential, to use a configuration of the 
user's account to check the identity of the requesting client and/or requested URL against 
the list or lists. 

79. (new) The system of claim 77, wherein the first proxy server is programmed 
that if said first proxy server fails to authenticate the user, then the first proxy server 
offers that user an opportunity to log in as an anonymous guest user. 

80. (new) The system of claim 7, wherein inbound communications are arranged 
so that an actual location of an important resource is located in an unpublished location 
that is a replacement location to which requests rejected by the first proxy server are 
rerouted, wherein approved clients are listed in the first proxy server in the unfriendly 
inbound list and are sent by the first proxy server to the replacement location, and 
wherein unapproved clients are not listed in the unfriendly inbound list and have their 
request sent to a published address that contains unimportant lirfoimaiion 

8L (new) The system of claim 80, wherein the first proxy server is programmed 
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to check the identity of a user who logs into the first proxy server and who presents a 
unique authentication credential against a valid user account prior to checking the identity 
of the requesting client and/or requested URL against the list or lists. 

82. (new) The system of claim 81, wherein the first proxy server is programmed, 
upon a successful authentication of the user*$ credential, to use a configuration of the 
user's account to check the identity of the requesting client and/or requested URL against 
the list or lists, 

83. (new) The system of claim 81, wherein the first proxy server is programmed 
that if said first proxy server fails to authenticate the user, then the first proxy server 
offers that user an opportunity to log in as an anonymous guest user, 

84. (new) The system of claim 7. wherein inbound communications are arranged 
so that an actual location of an important resource is located in an unpublished location 
thai is a replacement location to which requests rejected by the first proxy server are 
rerouted, wherein approved clients are not listed in the first proxy server in the ftiendly 
inbound list and are sent by the first proxy server to the replacement location, and 
wherein unapproved clients are listed in the friendly inbound list and have their request 
sent to a published address that contains unimportant infonnation. 

85. (new) The system of claim 84> wherein the first proxy server is programnoed 
to check the identity of a user who logs into the first proxy server and who presents a 
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unique authentication credential against a valid u&er account prior to checking the identity 
of the requesting client and/or requested URL against the list or lists. 

86. (new) The system of claim 85, wherein the first proxy seiver is programmed, 
upon a successful authentication of the user's credential, to use a configuration of the 
user's account to check the identity of the requesting client and/or requested URL against 
the list or lists. 

87. (new) Tht system of claim 85, wherein the first proxy server is programmed 
that if said first proxy server fails to authenticate the user, then the first proxy server 
offers that user an opportunity to log in as an anonymous guest user. 

88. (new) The system of claim 7, wherein the first proxy server is programmed to 
check the identity of a user who logs into the first proxy server and who presents a unique 
authentication credential against a valid user account prior to checking the identity of the 
requesting client and/or requested URL against the list or lists. 

89. (new) The system of claim 88, wherein the first proxy server is programmed, 
upon a successful authentication of the user's credential, to use a configuration of the 
user's account to check the identity of the requesting client and/or requested URL against 
the list or lists. 

90. (new) The system of claim 88, wherein the first proxy server is programmed 
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that if said firet proxy server fails to authenticate the user, then the first proxy server 
offers that user an opportunity to log in as an anonymoui guest user. 

9\. (new) The system of claim 1 1 . wherein the first proxy server is programmed 
to check the identity of a user who logs into the first proxy server and who presents a 
unique authentication credential against a valid user account prior to checking the identity 
of the requesting cUent and/or requested URL against the list or lists. 

92. (new) The system of claim 91, wherein the first proxy server is programmed, 
upon a successful authentication of the user's credential, to use a configuration of the 
user's account to check the identity of the requesting client and/or requested URL against 
the list or lists. 

93. (new) The system of claim 91. wherein the first proxy server is programmed 
that if said first proxy server fails to authenticate the user, then the first proxy server 
offers that user an opportunity to log in as an anonymous guest user. 

94. (new) The system of claim 41, wherein the first proxy server is programmed 
to check the identity of a user who logs into the first proxy sen'er and who presents a 
unique authentication credential against a valid user account prior to checking the identity 
of the requesting client and/or requested URL against the list or lists. 

95. (new) The system of claim 94, wherein the first proxy server is programmed, 
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upon a successful authentication of the user's credential, to use a configuration of ihe 
user's account to check the identity of the requesting client and/or requested URL against 
the list or lists. 

96. (new) The system of claim 94, wherein the first proxy server is programmed 
that if said first proxy server fails to authenticate the user, then the firet proxy server 
offers that user an opportunity to log in as an anonymous guest user. 

97. (new) The system of claim 41 , wherein a third proxy server and/or additional 
proxy servers forward inbound requests for resources to other proxy servers. 

98. (new) The system of claim 41, wherein a third proxy server and/or additional 
proxy servers forwaid the outbound requests for access to web sites to other proxy 
servers. 

99. (new) The system of claim 46, wherein the first proxy server is programmed 
to check the identity of a user who logs into the first proxy server and who presents a 
unique authentication credential against a valid user account prior to checking the identity 
of the requesting client and/or requested URL against the list or lists. 

100 (new) The system of claim 99. wherein the first proxy server is programmed, 
upon a successful authentication of Uie user's credential, to use a configuration of the 
user's account to check the identity of tiie requesting client and/or requested URL against 
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the list or lists. 

101. (new) The system of claim 99, wherein the first proxy server is programmed 
that if said first proxy server fails to authenticate the user, then the first proxy server 
offers that user an opportunity to log in as an anonymous guest user. 

102. (new) The system of claim 80, wherein said first proxy server is also 
programmed to register the request in a logfile of all web sites requested by a user. 
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